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Windows Server ADFS Configuration

Requirements

The following requirements are required before continuing this guide.
1. AnintelliHR account

2. A Microsoft Windows Server running Active Directory Federation Services (ADFS). This guide uses
Windows Server 2019.

Instructions

Create a relying party trust
1. Open AD FS Management

D @ Filters .~
Best match

AD FS Management
Desktop app

2. Go to the Relying Trusts folder and click Add Relying Party Trust

3. Select Claims aware and click Next

&1 Add Relying Party Trust Wizard X
Welcome

Steps Welcome to the Add Relying Party Trust Wizard
@ Welcome
Claims-aware applications consume claims in security tokens to make authentication and
decisions. Non-ch are web-based and use VWindaws
in the internal nefurk and can be published through Web Application
5. Learn more

@ Select Data Source

@ Choose Access Control
Folicy

@ Readyto Add Tt
@ Finish

intelliHR
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4. Select Import data about the relying party... and use the URL https://<your
name>.intellihr.net/saml2/metadata then click Next

i Add Relying Party Trust Wizard x
Select Data Source

Steps Select an option that this wizard will use to obtain data about this relying party:
@ Welcome
@) Import data about the relying party published online or on a local netwark
Select Data S
L = wauree Use this option to import the necessary data and certificates from a relying party organization that publishes

@ Choose Access Control its federation metadata online or on a local network.
Policy
Federation metadata address (host name or URL):
@ Ready to Add Trust
[hittps://sso-demo intelirdev net/saml2/metadatz]
@ Finish

Example: fs.contoso.com or https://www contoso.com/app

() Import data about the relying party from a file
Use this option to import the necessary data and certificates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.
Federation metadata file location

Browse...

(O Enter data about the relying party manually
Use this option to manually input the necessary data about this relying party organization

< Previous Next > Cancel

5. Select a display name to use for the trust and click Next

G Add Relying Party Trust Wizard

Specify Display Name

Steps Enter the display name and any optional notes for this relying pai
@ Welcome Display name:
@ Select Data Source ‘hsﬂdamn intellihrdewv net
@ Specify Display Name Notes:
@ Choose Access Control
Palicy
@ Readyto Add Trust
@ Finish

6. Optionally, configure access restrictions on who can use SSO

G Add Relying Party Trust Wizard X

Choose Access Control Policy

Steps Chaose an access contal palicy:
® Welcome
Name Desciplion ~
@ Select Dats Source Pemit everyone Grant access fo everyone
@ Spectfy Display Name: Pemit everyone and require MFA. Grant access to everyone and requir
@ Corfigure Cettficate Pemnt everyone and require MFAfor specfic group Grant acoess bo everyone and requir
oo URL Pennit everyon and require MFA from extranet access Grant access to the infranet users ar
@ Corfigure Pemit everyone and require MFAfrom unauthenticated devices  Grant access to everyone and requir
@ Corfigure Identfiers Pennit everyone and require MFA, allow autematic device regist... Grant access to everyone and requir
@ Choose Access Contral Permit everyone for intranet access Grant access to the intranet users.
Poley D emariie v e Ciramt anrace tn 0o of e ar mare
® Ready to Add Trust
Polcy

@ Finish

Pemit everyone

[ de net want ta configure access control policies at this time. No user will be pemitted access forthis
application

<Fronon | [ et

7. Select default options for the remainder of the wizard.
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Edit the claims issuance policy

1. Edit the claims issuance policy

r:m X
Fle  Action View Window Help

CEIE (N 7l

T ADFS Actions

~ [ Sarvice. Relying Paty Tusts =

Add Relying Party Trusk.

| Applkcation Groups

2. Click Add Rule

it Cli suance Policy fo intelle ]

e Traesors Pine

Ocie P Hame. [T

s —

o [ Socir

3. Select Transform an incoming claim and click Next

Q@ Add Transform Claim Rule Wazard X
Select Rule Template
Steps o
@ Croose e Type Gotats abous each clam e terpiate
@ Configure Caim Rude Gom e tempiate
T <
Thom e temprate deacro
Usingthe Trandom an Ner
e, Ngie” Forexape snie
e e of Purchasers” when there
 vakue o “Adms” N Sources of
ncomeng clama varybased on the ndes beg edted
B ([ Mea> ] canoe
—

4. Create a transformation for the property type of your choice to Name ID in Email format. In this
case we are using UPN. Then click Finish.

Edit Rule - UPN to Name D x

‘You can corfigure this e to map an incoming claim type {0 an ouigoing claim ype. As an option, you can
als0 map an incoming claim valus to an outgsing ciaim valus. Specfy the incoming olaim type to map 1o the:
outgoing claim type and whether the claim value should be mapped to 2 new claim value.

Claim rule name:

UPH to Name ID ]

Rule template: Transfom an Incoming Claim

Incoming clam type: [upN -]
ncoming name 1D format [ Unspecified

Outgoing claim type: [Name 1D ]
Gutgoing name IDfomat ~]

(@) Pass through all claim values

O Replace zn incoming claim value with a diferent outgoing claim vaiue

Browse.

INTELLIHR.CO
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5. Verify that the rule has been added and click OK

Edit Claim Issuznce Policy for sso-demo.intellinrdev.net x

lssuance Transfomn Rules

The followi iies speciy the claims that wil be sent to the relying party.
Order Rule Name Issued Claim
1 UPNtoName ID Name 1D
1

Add Rule. Edit Rule. Remove Rule.
.I = sonly

Configure intelliHR Settings

1. Logon to intelliHR
2. Navigate to Settings->SSO

B Compliance ~ Access and Permissions.

3. Click Create SSO idP

4. Configure the required options, taking note of the URLs used and click Create SSO idP. Note: you
can obtain the x509 Certificate at the following URL https://<your ADFS

server>/FederationMetadata/2007-06/FederationMetadata.xml. Use the signing certificate from
the xml.

Create SSO IdP

Name

Demo SSO

Enabled
~

Entity ID

https:/fec2-54-79-24-127.ap 1-2.compute.amazon: l . s(I

https:/fec2-54-79-24-127.ap 2.compute.

SLO Endpoint URL

https:/fec2-54-79-24-127.ap east-2.compute.amazon:

Name ID Format

Email address

INTELLIHR.CO
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Configure intelliHR user for SSO

1. Go to Settings->User Accounts

Settings

User Accounts

accounts

2. Click Edit on the user to enable for SSO

sarah (Sara Hudson)
SSO ID: Not set

MFA Enabled: xNot Enabled
Group Memberships

* System Administrator

bd VIEW # EDIT & MANAGE GROUPS AND PERMISSIONS m DELETE

3. Setthe SSO ID of the user and save. The SSO ID should be the user's UPN or other unique
identifier setup in the idP.

SSQ D

callum.pember@sso-demo.local

D passed from your IdP to match against this user.

4. The user can now login via SSO

e -
[ New Tenant Name |inte X | =+

i ﬂ

<) C @ © | & https://sso-demo.intellihrdev.net/auth/login N+ n o e %

S el

Welcome back!
Sign in to intelliHR

Sig;in with SSO 4

Sign in with intelliHR account

Powered by inte likr

https://sso-demo.intellihrdev.net/saml2/login

intelliHr
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Azure AD Configuration

Requirements

1. An intelliHR account
2. An Azure AD tenancy

Instructions
Configure an App in Azure AD

1. Logon to the Azure AD portal at https://portal.azure.com and click Enterprise Applications

—
Home > intelliHR S5O Demo | Overview

o intelliHR SSO Demo | Overview

Azura Active Directory

‘;7 ‘ « @ S
@ Ovenview
#" Getting started 0
¥ Diagnose and solve problems

Ovef
Manage —
& Users int
& Groups ihrsso
85 Organizational relationships Tenan
dl. Roles and administrators
& Administrative units (Preview) @
£ Enterprise applications I Stal
8 Devices
. Lag
% App registrations

2. Click New Application

e T o0 DT 7 CTRETDTIoS aRrTCatons | A SPrTeate s

s== Enterprise applications | All applications
WEE ,ieliHR SSO Demo - Azure Active Directory

« MNew application == Columns

Overview

0 Try out the new Enterprise Apps search preview! Click to enable
©@ Overview

Application Type Applications status
# Diagnose and solve problems il P il

| Enterprise Applications ~ ‘ | Any

3. Click Non-gallery Application

Home > intelliHR S50 Demo > Enterprise applications | All applications > Add an application

Add an application

o Click here to try out the new and improved app gallery. —

Add your own app
=.. Application BP® On-premises =a Non-gallery
Wiy™ you're W) application L/ application
developing

Configure Azure AD Integrate any other
Register an app you're Application Proxy to application that you
working on to integrate enable secure remote don't find in the gallery
it with Azure AD access.

intelliHr
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4. Give the application a name and click Add

Add your own application

[Name = (O
intelliHR SSO

Once you decide on a name for your new application, click the “Add” button below and we'll walk you through some
simple configuration steps to get the application working.

Supports: ©

SAML-based single sign-on

Learn more

Automatic User Provisioning with SCIM

Learn more

Password-based single sign-on

Learn more

5. Click on Users and Groups

intelliHR SSO | Overview

11}
R
BB® crveprise Appiication

«

& Overview Properties

[ Deployment Plan
pleym! Name ©
'Y Diagnose and solve problems intelliHR SSO

Manage Application ID
. 1274cf78-b31{
‘1! Properties
. ObjectID @
668f84e8-015
Users and groups
S R — Getting Started
@ Provisioning
¥ Application proxy 1. Assign
C Self-service Provide sp|
6. Click Add User
&, inteliHR 550 | Users and groups
5= Coumns
i Overview
i st o
[ Depioyment Plan
X Dogese andsohep i
Display Nama
Manage
P No appiication assignments found
& Owmers.
2 Users and groups
7. Add users as required
8. Select Single sign-on from the menu
Home > intelliHR SSO Demo > Enterprise appli
@ intelliHR SSO | Users and gro
& intelif 50| g
« +

£ Overview

Deployment Plan

X Diagnose and solve problems K
Manage

!I' Properties

2 Owners

28 Users and groups
 ExE—]
@ Provisioning

¥ Application proxy

C  Self-service

Security

@ Conditional Access

INTELLIHR.CO intelligent penple munugement, I nteI II H R



9. Select SAML

10. Save the following details for quick reference to configure the intelliHR side

4]

Set up intelliHR S5O

You'll need to configure the application to link with Azure AD.

Login URL https://login.micrasoftonline.com/8edc0761-49 ...
Azure AD Identifier https://sts.windows.net/8edc0761-49d9-43aa-9 ..
Logout URL https://login.micrasoftonline.com/common/wsf ..

View step-by-step instructions

11. Click on Edit

Identifier (Entity ID)
Reply URL (Assertion Consumer Service URL) Required
Sign on URL
Relay State
Logout Url

Set up Single Sign-On with SAML
Read the fanfiguration guide 7 for help integrating intelliHR 550

o Basic SAML Configuration

Required

12. Use the URLs supplied in the image below, replacing sso-demo.intellihrdev.net with <your
name>.intellihr.net and save the configuration.

!asl: !K‘U : EO" lguraElon
Save

Identifier (Entity ID)* ©
The defauit identifier will be the audience of the SAML response for IDP-initiated S50

[} |
| R |
L

ice URL) * )
the SAML response for IDP-initiated S5O

Reply URL (Assertion Consumer S

The default reply URL will be the destin:

[ |
Ihu.us//ss(!-deu\ou\xe\lwhrdev.ue'./smv\IZ/a:s I

sign on URL O

[ https//sso-demo intellihrdev net/authviogin

Relay State

Logout Url

Default

@

Default

o

I |
[rttesy/sso-demo.inteliinrdev.net/authiogout |

13. Click on the edit button in section 2 to edit User Attributes and Claims

2]

User Attributes & Claims

givenname user.givennarme
surname user.surname
emailaddress user.mail

name user.userprincipalname
Unique User |dentifier user.userprincipalname

14. Edit Name ID to be the value you wish to use for SSO (in this case email address) and save.

INTELLIHR.CO

User Attributes & Claims

t Add newclaim -+ Add a group claim Columns
Required claim

Claim name Value

Unique User Identifier (Name ID)

user.mail [nameid-formatemailAd... ==+

intelligent people management.
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Configure intelliHR Settings

Logon to intelliHR
Navigate to Settings->SSO

B Compiisnce - Access and Permissions.

4 Org Char
= Pacpke

a tion -

Click Create SSO idP

Configure options as shown in the image below. For x509 certificate, this can be found when visiting
the Identity Provider metadata URL, which will provide an XML document that looks like the below:

—<Xi00Data>

—<X

TICADCCAQIGAWIBAGIUMIIG 2Ty 1G4 PC MZCOT PCOT AN BORQNKIGOWOBAGSFADADM T TWMAT DV QL DEYINaW NYDSNVZNGGORR | CMUG Ry K2 XINAGVRIT N T TYBDZX] 0aW 2Py 2T 02 TA8
GWjdbUFfCBpRg+0t0nh2UDCOFd78]red +10wiZjyYWHWIEaOqjl38vwLHhDyMS02 + UQVyt0HFQ/ 1 9YFOEDNCCQoKUGPsAucLKfY/Q0g5MbDICAIYInd PJnZ]xhZ +1Dc Ttvilad
UABSTYPUm + 5w4rnh0hk4QIDAQABMADGCSqGSIb3DQEBCWUAALIBAQUIPhwSIATDIM TS FngScknOK

24 lerWwmh 1 6C3]sPOSY DMrUWFpefk TodwxlaJHhO9KYAN 1vWIye0tpys) + YmxCo RIJraPhCN]208nFaDTak 3aVhwQPd6 FrixI640LHLDVMCA/q6 Vo 74 aFra2{TPTIEXYth

pchVSsfpejnTpRbmBG +kCWungQOpxEDkIj++7ZMdfI2Iraxkk] CvubTHHOVAISAG]X0LmW1 AbOCeg4 LggWinsfg1 0/16ndrSjzOqpXYRVVEx
i ¥ ] ALY = iE HOVICZc s34+ 80

</X509Ce cate>

e —

</X309Data>
<.fke=ln[n>

Create SSO IdP

Name

Azure S50 Demo

Entity

vindows.net/8edc0761-49d9-43aa-9dfc-13f00761405b/
Sing On URL
¢ Vol need to canfigure the application to ink with Azur AD
https://login.microsoftoniine.com/8edc0761-49d2- 43aa-9dfc-13f00761405b/sami2 Login URL A T ST =
Azure AD Kentii: ttps//sts windowsneVBede0761-49d5-43ad
— tpsriagin mcosoftonine comcommonn)
=t anout1.0 View step-by- step instructions
Name 1D
Emall address x
09 Cer
Auth
Exact
P — ="
« c @ O | & htty demo intellibrdev.net/auth/log - © nee #=

Q o Jop

Welcome back!

Sign in with SSOZ

Sign in with intelliHR account

intelling
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