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Step 1: Prepare the application on the Okta side

1. Create a new app integration in Okta

oktq Q_ search

Dashboard v

i Applications

Directory ~
APplicatiOn/ Create App Integration J| Browse App Catalog NIRRT )
Applicati

Search
Self Service
Security v STATUS @ Okta Admin Console
Workflow - ACTIVE 4]
INAGTIVE o @ Okta Browser Plugin
Reports ~
Sottings . Okta Dashboard
2. Choose SAML 2.0 and click Next
X
Create a new app integration
Sign-in method OIDC - OpenlD Connect

Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
Learn More [2
endpoints. Recommended if you intend to build a custom app integration with

the Okta Sign-In Widget

O sAaML20

XML-based open standard for SSO. Use if the Identity Provider for you
/ application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML

APl Services

Interact with Okta APIs using the scoped QAuth 2.0 access tokens for

machine-to-machine authentication.

~a

Cancel Next

3. Give the app a name, optionally upload a logo, then click Next



# Create SAML Integration

@ Goneral Settings

1 General Settings
App name m\
App logo (optional) @ E]
. t
to users

App visibility Do not display application icon

Step 2: Setup the intelliHR side

1. Logon to intelliHR and go to Settings->SSO
2. Click Create SSO IdP

inte“iHR Settings / S5O IdPs
(& Dashboard
SSO IdPs
® My Profile
&1 Analytics
Compliance ~
s _Ora Chart

3. Record the information provided by intelliHR, shown below

€ SSO IdPs
Create SSO IdP

Important links/steps to add intelliHR as a SSO service provider to your SSO identity provider:

« Entity ID: https://oktasso-demo.intellihr.net/sam|2/metadata @@
« ACS: https://oktasso-demo.intellihr.net/saml2/acs @

You also need to create a mapping between email (service provider) and the users' primary email address
(identity provider).

Visit Knowledge Base for more information

Name

Enabled

Entity ID

Single Sign-On URL

Step 3: Update Okta

1. Using the Entity ID and ACS, update Okta as shown below



:Create SAML Integration

e Configure SAML

A SAML Settings
General

Single sign on URL. @ https:/foktasso-demo.intellihr.net/saml2/acs
Use this for Recipient URL and Destination URL

Allow this app to request other S5O URLs

Audience URI (SP Entity ID) @ https:/foktasso-demo.intellihr.net/sami2/metadata

Default RelayState @

If no value is set, a blank RelayState is sent

Name ID format @ EmailAddress M

Ji username €

2. Download the Okta certificate and click Next

doc, and it should outline what

information you need to specify in this
Default RelayState @

Form.
1f no value is set, a blan
Okta Certificate
Name ID format @ EmailAddress - Import the Okta certificate to your

Application username @ Email M

Update application username on Create and update .

w

Finish the wizard
4. Okta will now display a page containing all of the required settings for input into
intelliHR

& Back to Applications

intelliHR

| = | View Logs Monitor Imports

intellinr

General Sign On Import Assignments

Settings Edit

Sign on methods

The sign-on method determines how a user signs into and manages their credentials for an application.
Some sign-on methods require additional configuration in the 3" party application.

Application username is determined by the user profile mapping. Configure profile mapping

SAML 2.0

Default Relay State

SAM2.0 is not configured until you complete the setup instructions.

jew Setup Instructions

Identity Provider metadata is available if this application suppoerts dynamic configuration.

5. Save the setup instructions from the previous step



6. Assign users to the new application inside Okta

Step 4: Update intelliHR

1. With the IdP created in step 2, input the information provided by Okta

Enabled
How to Configure SAML 2.0 for intelliHR Application
Entity ID

The following is needed to configure intelliHR ://www.okta.com/exk9pe96k3yjKJiir696

Identity Provider Single Sign-On URL:
& Ele Sl Single Sign-On URL

ps://intellihrintellinr-test.okta.com/app/intellihrintellihr-test_intellihr_1/exk9pe96k3yjKJiir696/sso/saml

https://intellihrintellihr—test gera.con/app/inte

SLO Endpoint URL

Identity Provider Issuer: s://intellihrintellihr-test.okta.com/app/intellihri i intellihr_1, iK.

Name ID Format

http://ww.okta. con/exkdp

Email address

X509 Certificate: X509 Certificate

MIIDV/CCAqagAWIBAGIGAX21tmJQMAOGCSGGSIb3DQEBCWUAMIGIMQsWCQYDVQQGEWJVUZETMBEG
KQ2FsaWzvemspY TEWMBQGATUEBWWNU2FUIEZYYWS]aXNjbZENMASGATUECGWET 2t0Y TEU
%&wmuwNPUHJvdm\kZXlx\DAeBgNVBAMMFz\udc bGloci10Z
GgYJKoZInveNAQKBFg1pbmZvQGIrdGEY29tMBAXDTIXMTIxMzIxMzEOOFoXDTMXMTIxMzIxMzI0
OFowgZ8xCzAJBgNVBAY TAIVTMRMWEQYDVQQIDAPDYWxpZm9ybmIhMRYwFAYDVQQHDATTYW4gRnJh
bmNpc2NvMQOWCWYDVQQKDARPa3RhMRQWEGYDVQQLDALTU09QemO2aWRICGEGMBAGATUEAWWXaWS0
ZWxsaWhyaW50ZWxsaWhyLXRIc3QxHDAaBgkahkiG9 wOBC QEWDWIUZMIAD2tOYS5jb20wggEIMAOG
CSqGSIb3DQEBAQUAAAIBDWAWGGEKACIBAQCIIZOFjyNjR7CZc8XWZ0Gbbtdy7G/FInZNX39I12AwW
pIQ2zw TksAMshhi3nvn67bNQSZnvAVX+YLoNtPop180BR7IZNCpop65HoGNXAPSMAZn6PyLITaAN
Io+qkeksiOcMLAWrLMJ2df5HZZJMEUPF3E00J90]30FnjFC19AfHaF Yuzv-+90UJHR/av06gROY6X
GjftgEErlZ407Rm/1BGENKVKhDtnrgTWWIfCrAuejUXgjwRUADSUpObwyBwdENg4s8MhriRdfBa

inte”i HR Settings / User Accounts / callum.pember@intellihr.com

< Back to User Accounts

callum.pember@intellihr.com

Dashboard
@ My Profile

4 Analytics
_‘—‘—‘——"—‘—‘dil Manage Groups and Permissions Resend Welcome Email Delete

B Compliance v
= Username Person Is Enabled
Org Chart . )
9 callum.pember@intellihr.com Yes
CP_ Callum Pember
Settings / Users / callum.pember@intell... / Edit

€ callum.pember@intellihr.com

callum.pember@intellihr.com

Username

callum.pember@intellihr.com

Change Password

Leave blank to kep existing password.

Person

Callum Pember

Enabled

SsSO D
cal mber@intellihr.com

1D passed from your IdP to match against this user.

Save




S el

Welcome back!

Sign in tg intelliHR

Sign in with SSO

Sign in with intelliHR account

intelling

o

KEEPING US ALL CONNECTED TO
DO GREAT THINGS, TOGETHER.




